Nota Makluman - High Alert on Phishing Attacks and Web Defacement Based
on Current National Health & Political Situation

Assalamualaikum dan Salam Sejahtera,

Untuk makluman pihak NACSA telah mengeluarkan pengumuman di Portal
NACSA berkaitan:

"High Alert on Phishing Attacks and Web Defacement Based on Current
National Health & Political Situation"

yang boleh dicapai di URL berikut: https://www.nacsa.gov.my/alert2.php

Sehubungan dengan itu, mohon Tn/Pn untuk menjalankan pemantauan dan
pengukuhan ke atas laman web/ portal/ server/ perkakasan/ aplikasi jabatan
seperti yang dicadangkan oleh pihak NACSA seperti dibawah:

NACSA advises everyone to take the following actions:

1. Do not open or forward any suspicious files/documents forwarded from
text messaging service or email especially regarding the list of
Malaysia’'s “New Cabinets”;

2. Always verify any information received from emails, text messages and
social media posts regarding COVID-19 and WHO;

3. Verify with the sender of any link included within an email before
clicking;

4. Do not open any suspicious links or emails especially claiming to be
from WHO;

5. Do not send any money or donation to any bank account associate with
the scam;

6. Do not visit any untrusted websites;

7. Do not simply enter personal information such as email address or
password whenever you are requested to do so;

8. Change your password if you think it has been compromised;

9. Update your mobile and computer operating system and applications

regularly;

10. Apply latest patches for your system and application to protect from
being exploited,;

11.Monitor your organisation’s network activities and block any malicious IP
attempting to exploit your server and network;

12.1f you suspect that you have been a victim of scam, please contact law
enforcement agency; and

13.Report to NACSA if you're server has been breached or defaced.
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